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Introduction
It is certain that security issues have hindered several network vendors from progressing in the wireless market realm. Currently, vendors are aggressive about refining security essentials, and consumers have developed an understanding of wireless security.  However, there are several misconceptions regarding the concept of wireless security technologies. This paper will attempt to focus on some of the misperceptions, and present some significant topics that entail the aspects of wireless security in order to shade more light on wireless security fundamentals and how corporates can employ some best practices to gain benefits of wireless investments. 
1.0 Wireless security basics
A wireless network is a network of devices such as mobile devices, printers, computers that could connect and share information with each other through wireless internet linking commonly referred as "wi-fi” (Burch et al. 2015).
1.01  Wireless Communication 
The subtopic shall highlight on the definition of wireless communication and more so focus on how types of communication such as Bluetooth Communication, Mobile Communication. Wi-Fi Network Communication and Satellite Communication facilitate data exchange.
1.02  Wireless Authentication 
Authentication is referred to as access control.  This subtopic will cover on how unique passwords and logins are employed as the center of verification in making wireless networks more reliable and secure. Some of the best authentication aspects such as per-user authentication, per-session mutual certification enhanced between the vendor and the user will be highlighted.
1.10 Wireless threats
1.11 Types and sources of security and privacy issues in wireless security networks.  These include:
· End users are vulnerable to insecurity because they are not security experts and as such, they fail to understand the risks posed by wireless LANs.
· The clients fail to activate WEP to almost all the access points running with default configurations (Waliullah & Gan, 2014)
· Rarely do users change the access point’s default key used by all vendor products out of the box
· The WEP enabled Wireless Access Points are easy to crack.

1.2 Wireless Security Tools
1.21 Wireless Equivalent Privacy (WEP)
WEP is a wireless security protocol that beefs up security to wireless local area networks (WLANs) operating on the 802.11 Wi-Fi standards. It works by enabling WEP algorithm to a wireless communication in order to prevent eavesdropping and to prevent unauthorized access. WEP relies on a secret key known as a stream cipher to encrypt the wireless networks (Adnan et al. 2017).
1.3 Wireless Security Solutions and Policies 
This section will cover on the available solutions for secure wireless LAN encryption and authentication as well as the policies for wireless security.
1.31 Potential Solutions for Wireless Security
 The solutions selected to address on the issues regarding wireless security are based on explicitly the type of LAN wireless being accessed inclusion of the prerequisite of data encryption. Solutions such as Wi-Fi Protected Access 2 (WPA2), Wi-Fi Protected Access (WPA), and Virtual private networking (VPN), (Kumar et al. 2016) will be covered in detail. 
1.32 Policies for Wireless Security
Wireless security policies are significant security practices especially when incorporated with inclusive wireless management and used regularly used across the all-inclusive wireless security realm.  This section shall focus on setting diverse security policies for different entities, companies, customers, partners, visitors in a cost-effective manner using a solitary access point to sustain these several distinct entities albeit diverse security sets.
1.4 Practical steps in wireless security 
This topic will cover on the various steps that an entity can employ to ensure wireless security is a priority in their endeavors. Clearly, wireless security is something that needs to be planned for right from initialization, implementation, deployment, and maintenance (Shinde & Awasthi, 2015).
1.41 Outsourcing wireless security 
Entities nowadays embark on enlisting the help of an outsourced managed security, thus, this subtopic will focus on the outsourcing aspect in detail, including what prompts companies to outsource part or their overall network management. 
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